NudopManuoHHass naMATKA 1151 YYEHUKOB

NHOOPMAIIMOHHASA  TTAMATKA  JJIA OBYUHAIOLIUXCA  JIA
PASMEIIEHUA HA OOUITNAJIBHBIX MTHTEPHET-PECYPCAX

C xaxapIM TOJIOM MOJIOJIEKH B UHTEPHETE CTAHOBUTHCS OOJIbIIIE, a IIKOJIbHUKU OJIHU
U3 CcaMbIX AaKTHUBHBIX Mojab30oBareneid PyHera. Mexay Tem, MOMHMO OTPOMHOIO
KOJTMYECTBA BO3MOXKHOCTEW, MHTEPHET HECEeT M MpoOJeMbl. JTa MaMmsTKa JOJDKHA
MOMOYb TeOe Oe30MaCHO HAXOAUTHCS B CETH.

KomnerorepHsie BUPYChI

KomnproTepHslii  BUpPYC - 3TO Pa3HOBUAHOCTh KOMIIBIOTEPHBIX IPOrPaAMM,
OTIIMYUTEIBHON 0COOEHHOCTBIO KOTOPOH SIBIISIETCSI CIIOCOOHOCTh K pa3MHOKEHHUIO. B
JOTIOJTHEHUE K 3TOMY, BUPYChl MOTYT MOBPEAUTh WM MOJHOCTHIO YHUYTOXKUTH BCE
daiinel ¥ JaHHBIC, MOJKOHTPOJIBHBIE TMOJIB30BATENI0, OT UMEHH KOTOpOro Oblia
3amyllieHa 3apakeHHash MporpaMma, a TakKe NOBPEAUTh WA JaXe YHUUYTOXKUTH
ONEpPalMOHHYI0 CUCTEMY CO BceMH (aillaMu B 1enoM. B OombIIMHCTBE Ciy4yaes
pacupoCTPaHAIOTCS BUPYCHI YepEe3 UHTEPHET.

MeTozpl 3aIUTHl OT BPEAOHOCHBIX ITPOrpamM:

1. Ucnionb3yli COBpPEMEHHBIE OINEPALMOHHBIE CUCTEMBI, MMEIOIIME CEPhE3HBIH
YPOBEHb 3aIIUTHI OT BPEAOHOCHBIX POTPaMM;

2. [loctossHHO  ycTaHaBnuBail matdd  (UMQpPOBBIE  3alIaTKH,  KOTOPBIC
aBTOMAaTHUYECKU YCTAHABJIMBAIOTCS C LEJbI0 JOPAOOTKU MPOrPaMMBbl) U JPyTHE
OOHOBJIEHUSI CBOEH omnepanMoHHOW cuctembl. CkauuMBail HMX TOJBKO C
opumansHoro caiita paspaborunka OC. Ecmum cyliectByeT pexum
aBTOMAaTU4E€CKOTO OOHOBIIEHUS, BKIIIOUH €I0;

3. PaGoraii Ha cBOeM KOMIBIOTEpPE TIIOA TMpaBaMU IIOJIb30BATENs, a He
aJIMUHUCTpaTopa. DTO HE MO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX HpOrpaMm
MHCTAJUIMPOBATHCS HA TBOEM MEPCOHATBLHOM KOMIIBIOTEPE;

4. Vcnionb3yil ~ aHTUBHUPYCHbIE  TPOTPaMMHBICE  TMPOAYKTBI ~ HU3BECTHBIX

MIPOU3BOAUTENICH, C aBTOMAaTUUECKUM OOHOBJICHUEM 0a3;
. Orpannub PU3NYECKUI TOCTYN K KOMIIBIOTEPY JIJIsi TOCTOPOHHUX JIUIL;
6. Mcnonp3yil BHEITHHE HOCUTENW MH(OpManuu, Takue Kak (hiemrka, TUCK WIn
(aiin U3 UHTEpHETAa, TOJIBKO U3 MIPOBEPEHHBIX HCTOUHUKOB;
7.He otTkpbiBaii KOMMbIOTEpHBIE (aiibl, TMOJYYEHHbIE €3 HEHAJIEKHBIX
ucTouyHukKoB. Jlaxke Te (halbl, KOTOpblEe TpHUCHal TBOW 3HAKOMbIW. Jlyurie
YTOYHHU y HETO, OTHPABIISUI JIU OH TeOe uX.

Ceru WI-FI

Wi-Fi - 310 He Bua mepenayn TaHHBIX, HE TEXHOJIOTHS, a BCErO JIUIIb OPEH]I, MapKa.
Eme B 1991 romy Huaepnanackas kommanus 3apeructpuponaia openn "WECA", aro
o0o3Havyano cnoBocoueranue "Wireless Fidelity", xoTopblii mnepeBoaMTCS Kak
"GecrnpoBoAHAS TOUHOCTD'".

Jlo Hamiero BpeMeHM Joluia Jpyras abOpeBuarypa, KOTOpas SIBISETCS TakoW ke
TexHonoruen. Ito abopesuarypa "Wi-Fi". Takoe Ha3BaHue OBLJIO JaHO C HAMEKOM Ha
CTaHJIapT BhICIICH 3ByKoBoM TexHuku Hi-Fi, uTo B mepeBoje o3HadaeT '"BbICOKas
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TOYHOCTB".

Ha, 6ecruiaTHBI HHTEPHET-A0CTYII B Kae, OTETSAX U adponopTax ABISETCS OTIUYHON
BO3MOXKHOCTBIO BbIXOJla B UHTEpHET. Ho MHOrme »SKCHEepThl CUUTAIOT, YTO
obmenoctynubie Wi-Fi ceTu He sSBIAIOTCS 0€301MacHbIMHU.

CoBeTbl 110 0€30IaCHOCTH PAOOTHI B 00IIEA0CTYIHBIX ceTsax Wi-fi:

1. He nepenamaii cBoro JMUHyI0 HWH(MOpMAIUIO depe3 oOmemnoctymabie Wi-Fi
cetu. Paborast B HuUX, KeJIaTeJIbHO HE BBOJUTH MApOIM JOCTyMa, JOTHUHBI U
KaKue-TO HOMepa;

2. Vcnonb3yd W OOHOBJSIH aHTUBUPYCHBIC MporpaMMmbl M OpanaMmayep. Tem
caMbIM Thl 00€30macullb ce0sl OT 3aKaYKKU BUPYyca Ha TBOE YCTPOUCTRBO;

3. [Ipu ucnonb3oBannu Wi-Fi otkmoun Qynkuuio "O6muit goctyn k daitnam u
npuHTepam". J[aHHast QyHKIMS 3aKpbITa MO YMOJIYaHUIO, OJTHAKO HEKOTOpHIE
MOJIb30BATEIN AKTUBUPYIOT €€ JJisi ynoOCTBa HMCIOJL30BaHUS B paboTe WU
yueoe;

4. He ucnone3yit nyonuunsii WI-FI g nepenaun Tu4HBIX JaHHBIX, HAIPUMED
JUIS1 BBIXO/IA B COIIMAJIbHBIE CETU WJIU B 3JIEKTPOHHYIO MOYTY;

5. Mcnonb3yi Tonpko 3ammiieHHoe coeauHenue yepe3 HTTPS, a ue HTTP, T.e.
npu Habope BeO-aapeca BBoAU UMEHHO "https://";

6. B MoOwipHOM Tenedone ortkmoun ¢yHknuto "Tlogkmodenne k  Wi-Fi
apromarnuecku'". He gomyckail aBTOMarnieckoro MoAKIIOYEHUs] YCTPOUCTBA K
ceTsim Wi-Fi 6e3 TBoero coracusi.

CommanbHbI€ CETH

CounanbHbIe CETH aKTUBHO BXOJST B HAIly ’KU3Hb, MHOTHE JIFOIU Pa0OTAIOT U KUBYT
TaM TIOCTOsIHHO, a B Facebook yke 3aperucTpupoBaH MUJUIHApP] YEJIOBEK, YTO
SIBJISIETCS OJHOM CeIbMOM BCEX JKHUTEJIEH IuIaHeThl. MHOTHE I10Jh30BaTeId HE
MMOHMMAIOT, YTO UH(pOPMAIIUs, pa3MElIeHHAass UMHU B COIUANIBHBIX CETSIX, MOXET OBITh
HaiiJlecHa U HCIMOJb30BaHa KEM YTOJHO, B TOM YHCJIE€ HE 00s3aTeIbHO C OJarumu
HaMEpPEHUSIMU.

OCHOBHBIE COBETHI 110 0€30I1aCHOCTH B COIIHAIBHBIX CETAX:

1. Orpanuub crUcOK Jipy3eit. Y TeOs B APY3bsX HE JIOJDKHO OBITH CIyYalHBIX H
HE3HAKOMBIX JIIO/CH;

2. 3amuinaidi CBOX YacTHYIO >KM3Hb. He ykaspiBail maposu, tenedoHsl, aapeca,
JaTy TBOETO POXKICHHS W NIPYTYIO JUYHYIO WH(pOpMaIuio. 3710yMBINTUICHHUKA
MOTYT HCTOJb30BaTh JaXe MHQPOPMAIUIO O TOM, KaK Thl U TBOW POIUTEIH
TJIAHUPYETE MPOBECTU KAHUKYIIBI;

3. 3amuiiail CBOIO pemyTaluio - JEepKH €€ B YUCTOTEe W 3ajaBail cebe BOmpoC:
XOTeN OBl THI, YTOOBI JPYTHE TOJIB30BATEIN BUICIHM, YTO ThI 3arpykaeuib?
[Tomymaii, mpex e ueM 4To-TO OImyOIMKOBaTh, HAITUCATh U 3aTPy3UTh;

4. Ecnu Thl TOBOPHWINB C JIOIbBMH, KOTOPHIX HE 3HACIIb, HE HCIOJB3YH CBOE
peanpHOe UMS M JIPYTYI JUYHYIO HHGOPMAIUHA: WM, MECTO J>KHTEIIbCTBA,
MeCTO yueObl U IPOYEE;

5. U36eraii pasmemenusi Qororpaduii B MHTEpHETE, IIe ThI M300pakeH Ha
MECTHOCTH, TI0 KOTOPOH MOKHO OTIPEIETUTh TBOE MECTOIIOIOKECHHE;



6. [Ipu perucrpanyu B COLMAIBHON CETH HEOOXOAMMO HCIOJIb30BaTh CIOXHbBIE
napoJin, COCTOsIIIKE U3 OYKB U U(P U C KOJTHMUECTBOM 3HAKOB HE MEHee §;

7. Ins couMalbHOM CETH, MOYTHl M JIPYTUX CANTOB HEOOXOJMMO HMCIOJb30BaTh
pasHble mapoau. Torma eciau TeOs B3JIOMAIOT, TO 3JOYMBIIUICHHUKH IOIy4ar
JOCTYII TOJIBKO K OJHOMY MECTY, a HE BO BCE Cpasy.

DNEeKTPOHHbIC JEHbI U

DNEeKTpOHHBIE IEHBIH - 3TO OYEHb YAOOHBINA CIOCO0 IUIaTeXel, OHAKO CYIIECTBYIOT
MOUIEHHUKH, KOTOPBIE XOTAT MOJTYYUTh 3TH JICHBIH.

DNEKTPOHHBIE IEHbIM MOSIBUINCH COBCEM HEJABHO U MMEHHO M3-3a 3TOTO0 BO MHOTHX
rocyaapcTBax 0 CHX MOp HE MPOIMUCAHO PO HUX B 3aKOHAX.

B Poccun ke oHM (YHKITMOHHPYIOT M O HHX YK€ NIPOIMCAHO B 3aKOHE, TJE UX
Pa3lEAI0T Ha HECKOJIBKO BUJOB - aHOHUMHBIE U HE aHOHUMHbIE. Pa3HUIIa B TOM, 4TO
AHOHMMHBIE - 93TO T€, B KOTOPHIX pa3peniacTcss MPOBOAUTH oOmepanuu 0e3
UJCHTU(PUKALIMKU T0JIh30BATENsA, @ B HCAHOHUMHBIX WJICHTU(PUKAIMS MOJIb30BaTEIIs
ABIIAETCS 00S3aTEIBHOM.

Taxxe ciemyer pa3nuyaTh JIEKTPOHHBIE (hMATHBIEC IEHBIU (PaBHBI TOCYAAPCTBEHHBIM
BaJlOTaM) W DJJIEKTPOHHBIE HeduaTHbIe JEHbIHM (HE paBHBI TOCYIapCTBEHHBIM
BaJIFOTaM).

OcHOBHBIE COBETHI IO 0€30MAaCHOI pabOTe € ANEKTPOHHBIMU I€HbIAMHU:

1. ITpuBsixu K cuery MOOWIBbHBINA TenedoH. DTO camblii ynOOHBIH M OBICTPBIN
CH0Cc00 BOCCTAaHOBUTH JOCTYH K cueTy. [IpuBs3aHHbIN TeaeOH MOMOXKET, €ClIn
3a0ynenib CBOM IJIATEKHBIM Mapoib WM 3aiiiellb Ha CaWT C HE3HAKOMOTO
YCTPOMCTBA;

2. Ucnionb3yit  omHopaszoBble maponu. Ilocrme mepexoma Ha  YCHIIGHHYIO
aBTOpHU3AIMIO TeOe yke He OyJeT yrpoxkarh OMAacCHOCTh KPaKW WJIM MepexBara
IJIaTE€KHOTO MapoJis;

3. Beibepu crioxkubIii maposs. [Ipectymankam OyaeT He IPOCTO yrajaarh CIOKHBIN
naponb. HazmexxHble maposu - 3TO Mapojiv, KOTOPBIE COIEp)Kar HE MeHee 8
3HAKOB M BKJIIOUAIOT B C€e0s CTPOYHBIE W TMPOMHCHBIC OYKBbI, IUGPHI U
HECKOJIbKO CHMBOJIOB, TakKW€ Kak 3HaK Jaoiuiapa, (yHTa, BOCKIMIATEJIbHBIN
3HaK u T.1. Hampumep, $tROng!;;

4. He BBOJIM CBOM JIMYHBIC IAHHBIC HA caliTax, KOTOPHIM HE JIOBEPSCIIIb.

DNEeKTpOHHAs TI0YTa

ONEKTpOHHAsT TOYTa - 3TO TEXHOJOTUS W MPENOCTABIIEMBIE €0 YCIYTd IIO
MEPECHIIKE U TMOJYYCHHUIO 3JIEKTPOHHBIX COOOIIEHUHM, KOTOPbIE paCHpenessaioTcs B
KOMIBIOTEpHOM ceTH. (OOBIYHO JJIEKTPOHHBIM  TOYTOBBIA  SIIAK  BBITVISIUT
CJIEAYIOIMM 00pa3oM: MMs_TOJIb30BaTeIA(@UMs_JoMeHa. Takxke Kpome Mepenadu
MPOCTOrO TEKCTA, UMEETCS BOBMOXKHOCTh NepeAaBarh (pailiibl.

OcHOBHBIE COBETHI IO 0€30MACHOMN pabOTe C ANEKTPOHHOM MOYTOM:

1. Hago BBIOpaTh MpaBUIIbHBIN TIOYTOBBINA cepBUC. B MHTEpHETE €CTh OTPOMHBIM
BbIOOP OECIIaTHBIX MOYTOBBIX CEPBUCOB, OJHAKO JYYIIE JOBEPSITh TEM, KOrO
3HACIb U KTO NIEPBbIA B PEUTHUHIE;

2. He ykaszpiBail B JIM4yHOW mouTe JuuHyr0 uHpopmauuioo. Hanpumep, myudine



BBIOpaTh "My3bIKaabHbIN (aHat@" unu "pok2013" Bmecto "Temal3";

. Mcrionb3yi IByXdTaIllHYI0 aBTOPHU3ALMI0. DTO KOTJa MOMHMMO IApOJIs HYXKHO

BBOJIUTH KOJI, TpUChLIaeMbIil 1o SMS;

. BeiOepu cioxkHbIf 1aposib. {715 KaXk10r0 MOYTOBOIO SIIHUKA JOJIKEH OBITh CBOM

HAJICKHbIN, YCTOMYUBBIN K B3JIOMY MapOJib;

. Ecnin ecTh BO3MOKHOCTB HaIlMCcarb CaMOMY CBOM JIMYHBIMA BOIIPOC, UCITOJIB3YH

3Ty BO3MOXXHOCTb;

. crionb3yi HECKOJIBKO MOYTOBBIX AMIMKOB. [IepBBIN 111 4aCTHOM NEPEHUCKHU C

aapecaramMy, KOTOPBIM Thl JOBEpPSEIIb. ODTO JJEKTPOHHBIM agpec HE HaJIo
UCIIOJIB30BaTh MPHU pErucTpaiuu Ha Gopymax u cairax;

. He oTkpebIBail ¢aiiisl U Ipyrue BIOXKEHUS B MUCbMaX, JaKe €CIU OHH MPUIILIA

OT TBOMX Jipy3eil. JIyure yrouHu y HUX, OTIIPABIISUIA JIU OHU TeOe 3TH (Pailibl;

. Ilociie okoH4YaHus pa6OTI)I Ha IIOYTOBOM CCPBHUCC IICPCH 3aKPLITUCM BKIIAJAKH C

caiiTom He 3a0y/p HaxaTh Ha "BeiiiTu".

KubepOymiuHr Uian BUPTyalbHOE MU3/1€BATEIBCTBO

KubepOymnuHr - mnpeciiegoBaHUE COOOLIEHUSIMHU, COAEPKAIUMU OCKOPOIeHHUS,
arpeccuio, 3alyruBaHME; XYJIMTaHCTBO; COLMAIbHOE OOMKOTUPOBAHUE C IMOMOLIBIO
pa3IMYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO OOpHOE C KNOEPOYILITUHIOM:

1.
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He Opocaiics B 60oii. JIyumnii crioco6: moCOBETOBAaThCS KaK ce0sl BECTH U, €CIIH
HET TOro, K KOMY MOXXHO OOpaTHThCS, TO BHadalie yCHOKOUThCSA. Eciu ThI
HauHEIIb OTBEYATh OCKOPOJIEHUSIMU Ha OCKOPOJIEHMS, TO TOJIBKO ele OoJble
pa3oXKenIb KOH(PIUKT;

. YripaBiisii cBoel KubeppernyTaimuei;
. AHOHUMHOCTD B ceTh MHUMas. CyIIeCTBYIOT CIIOCOOBI BBISICHUTD, KTO CTOUT 3a

AHOHHUMHBIM aKKayHTOM;

.He crour Bectu Xynuranckuid oOpa3 BUPTyaJdbHOU u3HU. WHTEpHET

buKcupyeT Bce TBOM JCUCTBUS U COXpaHSET WMX. YIAIUTh MX OyleT KpaiiHe
3aTPYyIHUTEIIBHO;

. CoOmroait CBOIO BUPTYaAJIbHYIO Y€CTh CMOJIOAY;
. UrHOpUpYy# enuHUYHbIN HeraTuB. OIHOPa30Bbie OCKOPOUTENbHBIE COOOIICHUS

Jaydiie UrHopupoBath. OOBIYHO arpeccusi NpPeKpamaeTcss Ha HavYalbHON
CTaJINH;

. ban arpeccopa. B mporpamMmmax oOMeHa MIHOBEHHBIMH COOOIIECHUSMH, B

COIIMAJIBbHBIX CCTAX €CTh BO3MOXHOCTH 6J'IOKI/IpOBKI/I OTIIpaBKH COO6H1€HHﬁ C
OIIPCACICHHBIX aAPCCOB;

.Eciiu 11 cBuperens kubepOymaunHra. TBow NeHCTBUS: BBICTYNHTH IMPOTUB

MpecienoBaress, MoKa3arb €My, 4TO €ro JACHCTBUSA OLICHMBAIOTCS HETATHUBHO,
MOJIJIEPKaTh JKEPTBY, KOTOPOW HY)KHA MCUXOJIOTHYECKasi MOMOIb, COOOIIUTh
B3pPOCIIBIM O (DaKTe arpeCcCUBHOIO MOBEICHUS B CETH.

MoOwbpHBIN TenehoH
CoBpeMeHHbIE CcMapTGOHBI W TUIAHIIETHI COJAEPKAaT B ceOe BIOJTHE B3POCIBIN
(GyHKIIMOHAN, W TEHeph OHHM MOTYT KOHKypHpOBaTb CO CTalldOHAPHBIMU



KoMIbtoTepamu. OIHAKO, CPENCTB 3alUThl AJIsi MOAOOHBIX YCTPOWCTB IMOKAa OYEHb
Majo. TeCTUpOBaHHE U MOUCK YA3BUMOCTEH B HUX MPOMCXOAUT HE TaK MHTEHCHBHO,
kak juis 11K, To ke camoe kacaeTcs U MOOMIIBLHBIX MPUIIOKCHUH.
CoBpeMeHHbIE MOOWJIBbHBIE Opay3epbl YXKe MPAKTUYECKH JOTHAIU HAaCTOJIbHbIC
aHaJOTH, OIHAKO pacliupeHre (PyHKIMOHAJA BIEYET 3a CO00M OOJIBIIYIO CIOXHOCTD
Y MEHBIIYIO 3aIAIIEHHOCTb.
Jlaneko He Bce MPOM3BOAUTENM BBINYCKAlOT OOHOBJIEHUS, 3aKpbIBAIOIINE
KPUTHYECKUE YSI3BUMOCTH JIJI1 CBOMX YCTPOMCTB.
OcHOBHBIE COBETHI /JIs1 0€30MaCHOCTH MOOUIILHOTO TenedoHa:
Huuero He siBisieTcs MO-HACTOALIEMY OecIIaTHBIM. bydb OCTOpOXKEH, BeAb KOTAa
Te0e npenIararoT OeCIUIaTHBIM KOHTEHT, B HEM MOIYT OBbITh CKpBITBI KaKHE-TO
IJIaTHBIE YCITYTH;
Hymaii, npexje ueM otnpaBuTb SMS, ¢oto unu Buzaeo. Tol TOUHO 3HAEIb, I71€ OHU
OyayT B KOHEYHOM UTOTE?
Heo6xonuMo 0OHOBIATE ONIEPAIMOHHYIO0 CUCTEMY TBOEro cMapT(dOHa;
Wcnionb3yii aHTUBUPYCHBIE IPOTPAMMBI [ MOOMITBHBIX TeIe(OHOB;
He 3arpy:xail nprIOKEHHsI OT HEU3BECTHOIO MCTOYHHUKA, BEIb OHH MOTYT COJIEPKaTh
BpPEAOHOCHOE IPOrPAMMHOE 00ECIIEUECHHUE;
[Tocne TOro Kak Thl BBIMJEIIb C CaiTa, IJ1€ BBOAWI JUYHYIO MH(OPMALMIO, 321 B
HACTPOUKHU Opay3epa u yaanu cookies;
[Tepronnuecku npoBepsiii, KAKKE TUIATHBIE YCIIYTH aKTUBUPOBAHBI HA TBOEM HOMEPE;
JlaBaii cBOil HOMEp MOOMJIBHOIO Tene(oHa TONBKO JIOASM, KOTOPBIX Thl 3HACllb U
KOMY JIOBEpSAEIIb;
Bluetooth nmomxken ObITH BBIKIIIOUEH, KOTHA ThI UM HE MOyb3yelibes. He 3a0biBait
MHOT/A IPOBEPSTH 3TO.
Online urpst
CoBpeMEHHbIE OHJAMH-UTPBl - 3TO KPAcOYHbIE, 3aXBaThIBAIOIIME pa3BICUCHMS,
OObEIUHSIONINE COTHU THICAY YEJIOBEK MO BCceMy MUpPY. IrpoKH nccienyroT JaHHBIN
UM MUpP, OOLIAIOTCS IPYT C APYTOM, BBIOJIHSIOT 33/1aHUS, CPAYKAIOTCS C MOHCTpaMH U
MOJIYYatOT ONBIT. 3a YAOBOJBCTBUE OHU IUIATAT: MOKYIMAIOT AHUCK, OIJIAYMBAIOT
a0OHEMEHT WJIU MPUOOPETAOT KAKUE-TO OIILIUH.
Bce sty cpencrBa MayT Ha MNOAAEPKAHME U PA3BUTHE WUIPbI, a TAKXKE Ha camy
0€30I1aCHOCTh: COBEPIIEHCTBYIOTCSI CHUCTEMBbl aBTOPU3AlLlMH, BBITYCKAIOTCS HOBbBIE
natyu (1udpoBbIe 3aIJIaTKU IJI POTPaMM ), 3aKPhIBAIOTCS YSI3BUMOCTH CEPBEPOB.
B nogo0HBIX Urpax CTOMUT Omacarbcsi HE CTOJBKO CBOMX COMEPHUKOB, CKOJIIBKO KPAKU
TBOETO MapoJisi, HA KOTOPOM OCHOBaHa CHCTEMa aBTOpU3AIMU OOJIBIIIMHCTBA UTP.
OcHOBHBIE COBETHI 110 0€30MaCHOCTH TBOET'O UTPOBOTO AKKAyHTA!

1. Ecnu npyroit urpok BeieT ceOsl IUIOXO WM CO37aeT Tebe HEeNpUsITHOCTH,

3a0JIOKUPYH €ro B CIHCKE UTPOKOB;
2. [loxanyiics agMUHHUCTpATOpaM WIPHl Ha IUIOXO€ TMOBEIECHHWE JTOTO WUIPOKa,
JKEJIaTeIbHO MPUIIOKUTH KAKUE-TO JI0KAa3aTeIbCTBA B BUE CKPHUHOB;

. He yxa3biBaii muuHyto nuHpopMaiuio B npodaise urpsi;
. YBakall IpyIrUuX YYaCTHUKOB I10 UIPE;
5. He ycranaBnuBaii HeopuIuaabHbIe MaTIYM U MOJIBI;
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6. Mcnonb3yii cloKHbIE U pa3HbIe ApOJIu;
7. laxxe BO BpeMsi UTpbl HE CTOUT OTKJIIOYaTh aHTUBUpYC. [loka Thl Urpaeib,
TBOW KOMIIBIOTEP MOTYT 3apa3UTh.

@OUIIMHT WU KPaXKa JINYHBIX TaHHBIX

OOBbIYHON KpaXkell JeHEer U JOKYMEHTOB CErOAHs YK€ HUKOTO HE YAMBHILIb, HO C
Pa3BUTHEM MHTEPHET-TEXHOJOTUM 3JIOYMBILIJIEHHUKHA [IEPEMECTUIIUCH B UHTEPHET, U
MPOJOJKAIOT 3aHUMATHCA " TIOOMMBIM" JIEJIOM.

Tak mosiBUiach HOBasi yrpo3a: MHTEPHET-MOLIEHHMYECTBA WM (UILMHI, IJIaBHas
1I€JIb KOTOPOTO COCTOUT B MOJIyYEHUU KOH(UIACHIMAIBHBIX TaHHBIX [10JIb30BaTeNEH -
jgoruHoB W maponeil. Ha anrmuiickom si3pike phishing unrtaercs xak ¢ummHr (ot
fishing - peioHas moBis, password - MapoJb).

OcHOBHBIE COBETHI IO OOPHOE C (PUIITMHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciu Tbl 1oo3peBaelib, 4T0 TBOS aHKeTa Oblia
B3JIOMaHa, TO HEOOXOAUMO 3a0JIOKHMpPOBaTh €€ U COOOLIUTh aIMUHUCTpATOpam
pecypca 00 3TOM Kak MOYKHO CKOpEEe;

2. Ucnonb3yil Oe3omacHble BeO-cailThl, B TOM 4YHUCIE, UHTEPHET-Mara3uHoB WU
IIOMCKOBBIX CUCTEM;

3. Ucnonp3yii crokHbIEC U pa3HbIe Mapoin. TakuM o0pa3oM, eciu Te0s1 B3IIOMAIOT,
TO 3JIOYMBILUIEHHUKU MOIYy4YaT JAOCTYyI TOJBKO K OAHOMY TBOEMY IpOo(duiito B
CETH, a HE KO BCEM;

4. Ecnu Tebs B3OMaIM, TO HEOOXOAMMO MPEAYNPEIUTh BCEX CBOMX 3HAKOMBIX,
KOTOpbIE€ J00aBieHbl y Te€Od B APY3bsX, O TOM, 4YTO TeOS B3JIOMAIH WU,
BO3MOXKHO, OT TBOEro HMMEHHM OyIeT pacchliaThCsl CHaM M CCBUIKM Ha
(UITMHTOBBIE CANTHI;

. YcranoBu HazaexHbIi maponb (PIN) Ha MoOunbHbI TenedoH;

. OTKIIIOYM COXpaHEeHHE Mapoiis B Opaysepe;

7. He oTkpeIBail (pailsibl U Ipyrue BIOKEHUS B MUChMAaX, JaXe €CIM OHU MPUILIA
OT TBOMX Jipy3eil. JIyunie yTouHu y HUX, OTIIPABIISUIM JIU OHU T€OE 3TH (ailiibl.

o Ol

[udposas pemyramus

[udpoBas pemyTtanus - 3TO HETaTUBHAs WM TMO3UTHUBHAs WMHOOpPMAIUs B CETH O
tebe. Kommpomerupyromias wuHdopmaiusi, pa3MellieHHas B HWHTEPHETE, MOXKET
CEpPBhE3HBIM 00pa30M OTPa3UTHCS HA TBOEH peanbHoM ku3HU. "L{udposas penyrarms"
- 9TO TBOW UMUK, KOTOPBIM popMupyeTcs u3 uHPopMaIuu o Te0e B UHTEPHETE.
TBoe MecTO JKHUTENbCTBA, yueObl, TBO€ (UHAHCOBOE TOJOXKEHHE, OCOOCHHOCTH
XapakTepa U pacckasbl O OJIM3KKUX - BCE 3TO HAKAIUIMBACTCS B CETH.

MHor#e moaApOCTKH JIETKOMBICTICHHO OTHOCSTCS K MyOJIMKAINK JIMYHOW HH(POpMauu
B HMHTepHeTe, HE MNOHMUMAs BO3MOXKHBIX NOCIEACTBUU. TbI JaX€ HE CMOXEIIb
noranarbest 0 ToMm, uto (dotorpadus, pazMeleHHas 5 JeT Hazal, cTajda MPUYHMHOM
OTKa3a MPUHSATH TEOs HA paboTYy.

KommenTapun, pasmemienne TBoux ¢ororpaduii u npyrue JSHCTBUS MOTYT HE
MCYE3HYTh JIAXe MOCIIE€ TOr0, KaK Thl UX yAadullb. Thl HE 3HACIIb, KTO COXPAHWI ATY
nHpopMaluio, Tonana JM OHAa B TMOUCKOBBIE CHUCTEMBI M COXpPAaHWIACh JIM OHA, a
IJIJABHOE: YTO MOJYMAIOT O TeOe OKPYIKAIOIIUE JIFOU, KOTOPbIe HAWIYT U YBUIAT 3TO.



Haiitn wuH(doOpManuio MHOTO JIeT CIYCTs CMOXET J00W - Kak U3 JOOpBIX
MoOYyKIEHUH, TaK U C HAMEPEHUEM MIPUUUHUTD Bpel. ITO MOXKET OBITh KTO YTOHO.
OCHOBHBIEC COBETHI TI0 3aIIUTE U(PPOBOI perTyTaIuu:
1. Ilogymaii, mpexe 4em 4To-TO MyOIMKOBaTh M TiepeaaBarh y ceds B Oyiore wiu
B COIIMAIILHOM CETH;
2. B mactpoiikax mnpoduias yCTAaHOBHM OTpPaHWUYCHHS HA MPOCMOTP TBOETO
poIIsS U €ro COMEPIKUMOTO0, CACNIAN €ro TOJILKO "1yist mpy3eit”;
3. He pa3memaii u He ykas3piBaii HMH(OpMAIIO, KOTOpas MOXKET KOTO-JH0O
OCKOPOJIATh WU OOMKATh.

ABTOpCKOE IIPaBo

CoBpeMeHHbIE MIKOJIBHUKH - aKTHBHBIC MOJIb30BaTeNd LU(POBOrO MPOCTPAHCTBA.
OpHako pajeko HE BCE 3HAKT, 4YTO II0Jb30BAHME MHOIMMH BO3MOYKHOCTSMU
1 poBoro Mupa TpedyeT coOIOIEHUS IPAaB Ha UHTEIJIEKTYalIbHYI0 COOCTBEHHOCT.
TepmuH "HHTENIEKTyalbHass COOCTBEHHOCThH" OTHOCUTCSA K Pa3IMYHBIM TBOPEHUSIM
YeJI0BEYECKOT0 yMa, HauMHasi C HOBBIX H300pPETEHH M 3HAKOB, 0003HAYAIOUIUX
COOCTBEHHOCTh Ha MPOAYKTHI U YCIYTH, W 3aKaH4YMBas KHUramu, (ortorpadusmu,
KMHO(QUIbMAMH U MY3bIKaJIbHBIMU IIPOU3BEICHUSMHU.

ABTOpCKME TMpaBa - JTO MpaBa Ha HHTEIUIEKTyaJIbHyl0 COOCTBEHHOCTh Ha
MPOU3BEACHUS HAyKH, JINTEPATypbl U HCKycCTBa. ABTOPCKHE IpaBa BBICTYNAIOT B
KaueCTBE TapaHTHH TOTO, YTO MHTEJUIEKTYaJIbHBIN/TBOPUECKUI TPy aBTOpa HE OyneT
HalpacHbIM, JacT €My CIpaBelJIMBble BO3MOXKHOCTH 3apaboTaTb Ha pe3yibraTax
CBOEro Tpy/a, MOJIYYUTh U3BECTHOCTh M Mpu3HaHue. HUkTo 6e3 paspelieHus aBropa
HE MOXET BOCIPOM3BOANTH €r0 IMPOU3BENCHHUE, PACIPOCTPAHATh, ITyOJIUYHO
J€MOHCTPUPOBaTh, MpPOAABATh, HMIOPTUPOBAaTh, IyCKaTh B MpOKaT, ITyOIUYHO
UCIIOJIHSATh, IOKA3bIBaTh/UCIIONHATD B 3¢upe WK paMeniatb B UHTepHere.
Hcnonb3oBanue '"muparckoro" MpoOrpaMMHOTO OOECHEeUEHUsT MOXKET MPUBECTH K
MHOTMM pPHUCKaM: OT MOTEPU JAHHBIX K TBOUM aKKayHTam 1O OJOKHMPOBKH TBOETO
YCTpPOICTBa, IJIe YCTaHOBJIEHA HeleranbHas nporpamma. He cTtouT Takxke 3a0bIBaTh,
YTO CYyIIECTBYIOT JerajbHble U OeCIUIaTHbIE MPOTrpamMMbl, KOTOPbIE MOXKHO HaWTH B
CETH.

O nopraie

CereBUYOK.p( - TBOM IJIAaBHBIM COBETUYMK B CETH. 3[€Ch Thl MOXKEIIb Y3HAaTh O
0€30MacHOCTH B CETH MOHATHBIM M JIOCTYIHBIM S3bIKOM, a NpPU BO3HUKHOBEHHHU
KPUTUYECKON CHUTyaluu OOpaTHThCS 3a COBETOM. A TakKe MPHUHATh ydyacThe B
KOHKYpCaxX U CTaTb CaMbIM LIU(PPOBHIM I'paxkJaHUHOM !
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